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Abstract:

The analysis of the proposed topic of the article had as working assumptions two tendencies with opposite
directions from the point of view of the contribution to the sustainable development of the present society,
namely, the exponential, quantitative and qualitative increase of the dimension of knowledge, as a process
that favored in time the social transformation, respectively, the multiplication of the types of threats and the
ways of their manifestation that ultimately affect the social balance. The activity segment chosen in this
context for investigation is that of critical infrastructures (Cl), a relatively recent field set from the point of
view of knowledge management (KM) challenges and, at the same time, very sensitive to the desired state for
the functionality of nowadays globalized society. The way of approaching the aspects specific to the stated
topic is interdisciplinary, at the micro (operator and/or IC holder) but also macro (national and/or European
IC system) level, the opportunities to identify possible solutions (4D structured - define, design, develop,
deliver), being highlighted by the use of methodological tools of conceptual modeling, applied in the
spectrum determined by the coordinates as is and are to be.
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1.Security of critical infrastructures - certainties and challenges

Critical Infrastructure Security (CIS) is a topic that is increasingly more present at
the center of the concerns of government decision-makers, managers in the private
environment who work in critical infrastructure systems and not least, the academic
environment, as a provider of specific educational programs. All these stakeholders want to
find optimal solutions to ensure the continuity of activities endangered by increasingly
diverse threats, of which the most current is the cyber spectrum. 5G technologies like
knowledge increase the possibilities of social reality in a comprehensive manner, but, at the
same time, make individuals and organizations vulnerable. Constraints in terms of time,
quality, resources of developing sustainable solutions for problems on the public agenda
are combined with those of risk assessment, security measures, incident reporting, in an
information overloaded framework, asserting that we live in an exponential time. The need
to investigate the influence of activity within space systems on other common systems and,
to a greater extent, on critical infrastructure systems [1], [2] is increasingly felt. Solutions
containing metaconcepts are required and are discussed in the literature [3], an example in
this respect being the governing and resilience. More and more standards that regulate the
unitary approach of some major fields of activity and interest are produced within the
profile organizations, of which we can highlight those regarding risk management and
information security, which are, in fact, tools that facilitate the uniform management of
complexity.
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In order to organize and structure the analysis of the factors that contribute to the
determination of a satisfactory level of security of the critical infrastructures (reduction of
the level of vulnerability) as well as of some interdependencies between these factors, the
mind mapping method was used with the help of a dedicated software product available
online [4]. The incidence and influence of these factors (figure 1) within the organizations
holding critical infrastructures is different depending on the sector of activity (transport,
energy, chemical, etc.), the size of the organization and the national or international scale
(holding national and / or European critical infrastructures), the type of financing (public or
private).

standardization

~ —

level of automatization/ SCADA

implementation | internal procedures professional training
basic processes opemtors
maturity level motwamon
safety culture stab|l|1y
traditions orgamzar:onal culture [eg:slatwn robustness
'\

commitment '| international connectivity

CRITICAL

INFRASTRUCTURE
SECURITY

] -
/ investments projects y ITETIETEWE
Ff financing / technical state of main I
/ budgeti . availability
.j geting sources equipment
| —
[ ‘"‘H\_S logistics

stakeholders relationship |

managerial framewark top management involvement
performance indicators ]

Fig.1 The relationship between CIS analysis factors

2.Modeling the processes of governance of critical infrastructure

systems using the Zachman architectural framework

Starting from the differentiations (provided by the meaning, context and structure)
between the data, information and knowledge and considering the objective of
conceptually modeling a knowledge management framework dedicated to the security of
critical infrastructures (especially the analysis of the required requirements), the Zachman
model was chosen, used mainly for information systems in the business environment and
in industry, also knowing the fact that [5], related to this situation, the focus is on the fact
that all the aspects characteristic of an enterprise must be well realized and organized. The
exploratory research undertaken is meant to clarify, define and identify the fundamental
correlations that are manifested within the proposed theme and will allow, in the
alternative, a deeper understanding of the concepts and the essence of the phenomena and
processes envisaged, finally contributing to the awareness of the specialists with topical
notions and approaches. The exploration of the opinions, reasons, attitudes and values that
influence the understanding of the behaviors and decision processes specific to change
management is carried out within Enterprise architecture (EA), a practice and emerging
field intended to improve the management and functioning of complex enterprises and
their information systems [6].
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For the particularization of the Zachman model in the case of critical infrastructure
security, a simplified working tool was used in comparison with dedicated applications [7],
the idea being to create an integrated big picture, necessary to understand the governance

of the CI system from a managerial point of view (table 1).
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Table 1 Zachman model (version) for CIS analysis
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3.KM- a business driver for CIS implementation

The above table provides a comprehensive picture for identifying locations
generating specific KM processes, the importance of these processes being emphasized at
EU level in a broader context given by disaster management, ever since 2017, as follows:
“Better knowledge, stronger evidence and a greater focus on transformative processes
and innovation are essential to improve our understanding of disaster risk, to build
resilience and risk-informed approaches to policy-making, and to contribute to smart,
sustainable and inclusive growth.” [8]. The approach used to define the concept of
Knowledge Management (KM) with the meaning [9] of a study discipline that promotes
an integrated approach for identifying, capturing, evaluating, retrieving and sharing all of
an organization's information assets (may be included database, documents, policies,
procedures and previously uncaptured expertise and experience in individual workers).

The main problem for the current situation in many critical infrastructures is the
existence of data management systems and less information, which does not lead to
knowledge, examples of good practices belonging to the private environment and IT
industries (figure 2). The effects are as expected, thus diminishing the possibility of
achieving integrated emergency management systems. Given that, generically, a KM
framework contains hardware, software, people, and organization, environment around it,
the challenge that appears so imminent at the level of governmental CIS management
authority is setting up an integrative KM framework that should encompass at least one
of the following elements: establishing the content of a minimum package of updated
information necessary to be provided at any time in crisis situations by the CI holder to
various stakeholders (as they were described in table 1); the creation of a CIS
management software product with a common component regardless of the CI type and
the level of decision hierarchy but also with a specific component of each CI, which can
be interoperable both horizontally and vertically in terms of supporting the decision-
making process; a coherent subsystem (in connection with the one proposed above) to
generate lessons learned based on the problematic situations that have appeared in the
organizations holding CI; regularly conducting interdisciplinary training sessions and
integrative exercises with a robust practical component; KM structure.
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Fig. 2 The place of a KM department within an IT CI [generated using 10]
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4.Conclusions

The need to find the optimal mix on knowledge management within complex
systems is not new, the means of implementing it creating this perception. It has evolved in
the same trend as the changes in business intelligence processes. The statement is also
valid in the case of CI systems that are becoming increasingly dependent on the electrical
and IT components, the desire to create robust, threat-resistant structures, further
emphasizing the importance of the enterprise architecture approach and, subsequently, of
the Zachman model. Under these circumstances, the words of Hansen W. [11] are
expressive, who, as a visionary, emphasized almost thirty years ago that when people
understand the vision and larger tasks of their enterprise, and are given the right
information, resources and responsibilities, they will do the right things. It can be argued
that the restructuring of some CIl systems based on specific concepts of top-down or
incremental architectural development models and of technological enhancing factors
(exploding complexity of technology, proliferation of technology) is at the same time a
rsolid premise of creating an appropriate KM framework for CIS.
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